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1 In tro duction

The development of tools to assist with mathematical activities is a sub-
ject with a long and fascinating history. Sincethe earliest days of electronic
computation, researchers have endeavoured to produce mechanisedtools to
assistwith the development of formal mathematical theories. The possibility
of using formal mathematicsto improve the rigour of hardware and software
systemsdesignhas spurred this research. The result has beenthe develop-
ment during the past 20 yearsor soof practical systemsto support rigorous
formal mathematicsand its applications.

ProofPower is onesuch systemfor mechanisedformal mathematics. It is a
tool supporting formal speci�cation in Higher Order Logic. It alsosupports,
by semantic embedding [4] and other techniques, various other languages,
including the Z speci�cation language.ProofPower is an LCF-lik e proof tool
[6], originally conceived as a re-engineeringof the Cambridge HOL system,
which was built from Cambridge LCF (mainly the work of Larry Paulson
[8]) by Mike Gordon et al. [3, 5] for usein his research into hardware veri-
�cation. As well as syntax- and type-checking speci�cations, and managing
a hierarchy of theories in which thesespeci�cations are stored, it provides
the user with a high level functional programming language(Standard ML
[9]) for constructing (and checking, on-the-
y) proofs in its core logic. The
logic is a polymorphic variant (following Robin Milner [10]) of the elegant
and simple reformulation by Alonzo Church [2] of the Theory of Types [11]
which Russelldevisedfor use in Principia Mathematica [1]. It is adequate
not just for the hardware veri�cation domain but for the development (and
application) of pretty much all applicablemathematics.

The combination of this logical strength in the object language,and the
power of the meta language,has resulted in the Cambridge HOL system,
and the variousother proof tools which it hasspawnedor inspired (including
ProofPower), securing a global user base, applying these tools to a range
of applications which could not at �rst have been imagined. ProofPower
combined from its earliest days theseimportant elements of the LCF-HOL
line of research with the somewhatdi�eren t subculture of formal methods
originating in Oxford and embodied in the Z speci�cation language[13, 7].
Many of the distinctiv e features of ProofPower arise from creative friction
between thesetwo subcultures. To this were later added further elements,
support for additional languages,orientation to distinct application domains.
The end result is a tool which, while bearing the marks of its intellectual
history, is unique in its capabilities.

The purposeof this article is to relate somethingof the history of Proof-
Power, and to explain someof the rationale behind its design. En passant,
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we will look at someof the important systemsto which ProofPower is related
and also someof the applications that is has found. We hope that it may
alsostimulate interest in the application and continueddevelopment software
support for formal mathematics.

2 Beginnings

The original motivation for developing ProofPower was in information se-
curity. Mindful of the threat to its national security which was posedby
insecureinformation processingsystems,the US government establisheda
certi�cation regime for securesystems. The guidelines,known as TCSEC
(TrustedComputing SystemEvaluation Criteria) and werepublishedin 1983
and mandatedthe useof formal methodswherethe highest levelsof certi�ca-
tion weresought. In order to continue in its privileged position in relation to
accessto sensitive information, the UK government would either have to buy
its computerequipment from manufacturerswho had completedthe required
US certi�cation, or they would have to put in place their own comparable
systemof certi�cation and encourageor contract the UK computer industry
to developsystemsfor certi�cation under that scheme. The UK wasthe �rst
country to follow the US in this regard with its own national certi�cation
scheme,but this eventually lead to a harmonisedregimeacrossEurope (the
ITSEC standards).

While thesestandardsfor information security where being established,
the UK government was placing contracts with industry relating to the de-
velopment of securesystemsand also to the establishment (in industry) of
the capability in formal methods thought essential for developing the most
securesystems. UK basedInternational Computers Ltd. (ICL) won some
of thesecontracts, and becameaware of the needfor competencein formal
methods. In 1985the ICL establisheda Formal Methods Unit within in its
DefenceTechnology Centre to supply necessarycapability.

Z had already been identi�ed as the preferred formal speci�cation lan-
guagefor work on government securesystemsand so familiarisation with Z
was an early priorit y, as was gaining experiencein the proof technologies
which seemedmost promising for the kind of work expected. The two proof
tools which werebeingevaluated by the formal methods team wereNQTHM
(otherwiseknown asthe Boyer-Mooreprover after its authors) and the Cam-
bridge HOL system,both of which had alsobeenusedat RSRE Malvern for
the formal treatment of digital hardware.

Of thesetwo the Cambridge HOL systemseemedto o�er best prospect
of successin reasoningabout speci�cations in Z, in default of any proof tool
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for Z itself.
The main factors in this assessment were:

� �rstly that the languageHOL (Higher Order Logic) supported by the
Cambridge HOL systemwasmuch closerin logical expressivenessto Z
than was the impoverished�rst order logic of NQTHM.

� secondlythat the LCF paradigm, giving the usera powerful functional
programming languagefor programming proofs and for other kinds of
extensionseemedto promisea greater 
exibilit y of the tool for adap-
tation to tasks for which it had not beenoriginally intended.

By contrast with work in HOL, for which the concretesyntax wasentirely
coded in ASCII, Z had a culture of pencil and paper speci�cation using not
only morecustomarylogical symbols but alsomany other specialmathemat-
ical symbolsand alsoa specialgraphical layout in which formal speci�cations
were presented in various kinds of boxes and other structures. It was also
a novelty of the Z culture that speci�cations were presented embeddedinto
into formal textual discourse.The relationship the formal and the informal
material in computer documents (usually programsof course)was inverted,
instead of adding annotations into the formal material, Z addedformal ma-
terials into a proper English document.

Cambridge HOL neededno special facilities for document preparation,
expecting HOL scripts to be treated just like a program. Speci�cations in
Z however were intended for a readershipwho might admire a beautifully
handwritten English document with interspersedmathematics, but would
look askanceat a program listing. An element of our initial tasks in devel-
oping ways of reasoningformally about Z wasthereforeto provide document
preparation facilities.

The method adoptedwasto manually transcribea speci�cation from Z to
HOL, maintaining asclosea correspondenceaspossiblebetweenthe original
speci�cation in Z and the translated speci�cation in HOL.

Sun workstations camewith a font editor and it proved straightforward
to edit into a standard font a good selectionof the logical and mathematical
symbols usedby Z. Cambridge HOL could be wrapped in a coupleof UNIX
�lters which translated betweenthesesymbols and the corresponding ASCII
sequencesusedby HOL.

As well ascrudely e�ecting a partial reconciliation betweenthe lexis of Z
and HOL, somemore fundamental issuewereaddressedat this early stage.

The CambridgeHOL usercommunity attachedvalueto the fact that HOL
is the kind of logical systemin which mathematicsand its applicationscould
be undertaken by conservative extension(it providesa logical foundation for

5



mathematics). The introduction of new axioms was supported by the tool,
but frowned upon by its usersexcept in those very rare circumstancesin
which it was not technically avoidable.

The Z notation hadno apparent concernfor this matter, and the approved
speci�cation style freely admitted the introduction of \axiomatic speci�ca-
tions" which combined the introduction of new (so called) global variables
(constants) with an axiom stating any desiredproperty.

At ICL we were fully sympathetic to the HOL tradition harking back to
Principia Mathematica but could not eschew the useof axiomatic speci�ca-
tions in Z. We therefore translated Z axiomatic speci�cations into a good
but not absolutely faithful approximation in Z by a (behind the document)
translation into a de�nition using the HOL choice function. When we later
cameto a substantial project in which formal veri�cation would be critical a
special version of Cambridge HOL was produced for that project in which,
along with a small number of other security enhancements, a feature was
introducedwhich make such conservative translations more fully faithful to
the meaning of the original speci�cation. An equivalent facilit y was later
introducedto the main Cambridge HOL in responseto our enquirieson this
point.

The ICL Formal Methods Unit applied formal methods to the develop-
ment of securesystems,using transcription into HOL for formal proofs for
three yearsbeforethe opportunit y aroseto proposeda substantial program
of work on the development of tools to support this kind of work. This
work included the formal aspects of a completehardware development and
manufacturing project which was undertaken so as to achieve certi�cation
at the highest possible levels of assurance. The formal work involved the
development of a formal machine checked proof that the systemmet the for-
mal statement of the critical security requirements. The end product was
certi�ed at ITSEC level 6 and was for many yearsthe only product to have
achieved this level of certi�cation.

Transcribing Z into HOL with care to ensurethat meaning is preserved
and then reasoningformally with the resulting speci�cation, all the while
wondering how the methods of transcription might be mademore complete
and systematicto the point that they could be implemented in an embedding
is not a bad way to get a good understanding of the semantics of Z. We
werethereforereasonablyequippedwhenthe opportunit y to start developing
formal methods tools in earnestto make somesubstantial strides forward.

6



3 HOL

In 1990, ICL began a programme of research in collaboration with Pro-
gram Validation Ltd. and the Universitiesof Cambridge and Kent (the FST
project). While proof support for Z was very high on ICL's list of priori-
ties, it was not clear what level of support for Z would be achievable. The
project proposalwasthereforealmost mute on this topic, and put forward as
ICL's task the production of a proof assistant for the HOL logic engineered
to standardsappropriate for its usein commercialdevelopments of software
for certi�cation at the highest levels of assurance.Best achievable support
for Z was for ICL a tactic objective. Additional declareddesideratawere,
improved usability of the tool and productivit y in its intended uses.

Thesedesideratawere to be realisedby:

� Development following industrial product quality standard methods
(including inspection of detailed design).

� The application of formal methods to the designof the new tool. For-
mal speci�cations of the syntax and semantics of the HOL language
were prepared,and of the \critical aspects" of the designof the proof
assistant (viz. thosewhich werepertinent to the risk of the tool accept-
ing as a theorem somesentence which was not legitimately derivable
in the relevant logical context).

Work beganon a disposableprototype proof tool several months before
the o�cial start of the FST project at the beginning of 1990,so a working
proof tool was available very early in the project. This prototype was used
as a test bed which underpinnedthe development of a product quality tool.
This tool which was subsequently christened ProofPower is essentially a re-
engineeringof `classic'Cambridge HOL (HOL88). The salient features of
this re-engineeringare listed below.

[Note: W ould the follo wing paragraphs be better as sub or subsub-
sections so that they may app ear in the conten t listing? Should we list
them �rst? Shall we weed some out?]

3.1 Use of Standard ML

StandardML failed to draw in the entire ML community, but adopting stan-
dard ML for this development still looks like the right choice.
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3.2 Formal Speci�cation of Critical Features

Key featuresof the tool, notably the logic it supports and the logical kernel
which ensuresthat the tool will only accept as theoremssentenceswhich
are derivable in that logic, and formally speci�ed (in ProofPower-HOL). The
logical kernel includescritical aspectsof management of the theory hierarchy.

3.3 Systematic Soft ware Dev elopmen t

ProofPower has a detailed design, implementation and test documents for
each software module. Sinceall thesedocuments contain SML code which is
either compiled into or executedto test ProofPower, (detailed designdocu-
ments include signatures) there is little tendency for the detailed designto
slip out of sync with the implementation.

3.4 Name Space Impro vements

One feature of LCF-lik e provers is that most of the tools usedto implement
the prover are accessibleto the user through the metalanguagenamespace
and may be re-usedin extending the capabilities of the system. This make
for a rich and powerful environment for programming proofs, but also for a
very large namespacein which the usermay struggle to �nd the featureshe
needs.It wasa designobjective of ProofPower to amelioratethis situation in
modest ways.

The generalpolicy was as follows:

(a) For low level featuresneededfor e�cien t coding of new proof facilities
the coverageof each kind of facilit y shouldbe completeand systematic,
so that the names of the various individual interfaces can often be
obtained by following someobvious rule. Elementary examplesof such
conventions are the systematic useof \mk " and \dest " pre�xes for
syntactic constructorsand destructors.

(b) User level proof facilities (e.g. tactics) should so far as possiblemake
it unnecessaryfor the user to select a speci�c tool. An elementary
exampleis strip tac which inspects the principle logical connective of
the current goal and perform an appropriate proof step, making it less
likely that the user will have to know the nameof the low level tactic
which deals with each individual connective. The tactic of the same
namein ProofPower is considerablyextendedin power, addressingnot
only principle logical connective of a formula but also in many cases
the relation of an atomic formula. It is context sensitive, applying
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more rules in richer logical contexts and, for example, in the caseof
membership predicationswill be able to apply in appropriate contexts
a range of di�eren t rules for the various kinds of structure of which
membership can be asserted(e.g. membership of an intersection will
be transformed into a conjunction of membership assertions).

(c) documentation of the namespacein the referencemanual is generated
automatically from the detailed designdocumentation, and includesa
KeyWord In Context index making it easyto discover all the names
which contain a particular substring. Namesare usually compounded
from a sequenceof elements related to the function of the name.

(d) the useby ProofPower of special logical and mathematical symbols ex-
tendsto the namesin the standardML namespace(of which ProofPower
e�ects a lexical variant with an extendedcharacter set).

3.5 The Theory Hierarc hy

For theoremproving in the context of largespeci�cations someway of struc-
turing the logical context is desirable, and in LCF-lik e tools this is done
through a hierarchy of \theories", which in this context are a kind of hybrid
between the logician's notion of a theory and the computer scientist's no-
tion of a module. In normal usea theory is the largest unit of conservative
extensionof the logical system, though in extremis extensionsnot know to
be conservative will also be permitted and recordedas such. It is impor-
tant for the preservation of logical coherencethat when changes,other than
mereadditions, aremadeto the hierarchy everything which logically depends
upon the material changedis modi�ed or invalidated at that point. In the
Cambridge HOL systemthis wasaccomplishedby deleting theories,and any
change to a theory could be accomplishedonly by deleting that theory in
its entiret y and all its descendants, and then reloading the theories from
modi�ed scripts.

Flexibilit y in this matter dependsupon how much detailed information is
held about the interdependecies.Holding more information permits greater

exibilit y, but complicatesthe data structures involved in theorem proving.
When LCF was �rst developed computerswere very slow, and one put up
with an in
exible system,for the sake of faster inference.

The ProofPower theory hierarchy is designedwith a greater degreeof

exibilit y, falling short of the full 
exibilit y which might 
o w from the fullest
recordingof dependencies.A de�nition or speci�cation can be deletedfrom
a theory without deleting the entire theory. It is however necessaryto delete

9



(and reload if required) all the de�nitions in the theory which took place
subsequent to the oneunder modi�cation (and thosein theorieslower in the
hierarchy).

3.6 The Logical Kernel

Cambridge HOL, aswell as the inferencesrule of HOL providesa back-door
\mk thm" which allows any sequent to be madeinto a theoremand thereby
rendering the logic technically inconsistent. In a tool intended for use in
developments subject to formal evaluation this is di�cult to defend. It is of
courseno feat of engineeringto omit this feature, the rationale for which still
escapes me even though somehave felt it worth defending. It is I believe
now usedin Cambridge HOL to check the validit y of intermediate statesof
the subgoalpackage.

3.7 The Subgoal Package

LCF-lik e proversare implemented using an abstract data type to implement
a type of theorems,the only constructorsof which are the rules of the logic
(let us assumefor present purposesthat axiomsare rules without premises).
In all the casesof interest herethe underlying logic is in fact an asymmetric
sequent calculus (in which the sequents have a list of assumptionsand a
singleconclusion)permitting a forward (or Hilbert style) proof systemwhich
hassomesimilarities with a natural deductionsystem(and canbe madevery
similar with the bene�t of derived rules).

The full convenienceof \backward proof" is then realisedusing a \sub-
goal package". The user starts a proof by passingto the subgoalpackage
the sequent which he wishesto prove (as a sequent rather than a theorem,
since it will not be available as a theorem until after it has been proven).
At each step in the proof which follows the subgoalpackagepresents to the
usea single \current goal" and the user nominatesto the subsoilpackagea
\tactic" to be applied to the subgoal. When a tactic is successfullyapplied
to a subgoalit breaksit into zeroor more further subgoalsaccompaniedby
a rule which derives the subgoal (as a theorem) from the list of theorems
corresponding to the new subgoals. If a tactic can solve a subgoal,then its
introducesno new subgoalsand o�ers a proof which requiresno theoremsto
be suppliedto it, and which can thereforebe invoked by the subgoalpackage
to obtain the desired theorem. If the user persists in supplying relevant
tactics to the subgoalpackageuntil all subgoalsare in this way discharged,
the subgoalpackagewill be able to construct a proof of the original goal by
composing the proofs obtained from each of thesesteps. This proof will be

10



a rule which when applied to the empty list of theoremswill compute and
return the desiredtheorem.

Tactics are not infallible, not only may they fail to o�er a step in the
desiredproof at all, they may make an o�er which they later fail to redeem.
The failure of a tactic to deliver on its promise is a bug in the tactic, and
theseare rare. Tactical programming is often done by users,and it is very
inconvenient to discover an error in a tactic only at the point of comple-
tion of a large proof which usesthe tactic, not least becausethe diagnostics
available at this point may not be good. This kind of thing did happen in
the Cambridge HOL systemwhich we wereusing beforethe development of
Product.

The subgoal package design in ProofPower is immune to this problem.
Instead of remembering a tree of subgoalsand proof functions the state of
the subgoalpackageis coded up as a theorem in which the assumptionsare
(codings of) the outstanding subgoals,and the conclusionis a coding of the
target goal (a constant is used which mimics the semantics of the sequent
turnstile). The construction of this subgoalpackagestate theorem involves
invocation of the proof function at the sametime as the tactic is invoked so
that its failure is detectedimmediately.

In someversionsof Cambridge HOL the desired checking of the proof
function takes place at the point at which it is produced using \mk thm"
to obtain the necessarypremises. This method however does depend upon
this hole in the abstract data type, which might underminetrust in the proof
tool.

3.8 documen t preparation

It is the Z style of literate formal speci�cation which has determined that
ProofPoweris oriented aroundprocessingof formal texts extractedfrom LATEX
documents. The document processingfacilities are basedaround a program
called \sieve" which processesdocuments according to the instructions in
a sieve steering �le watching for tags in the document which introduce the
many di�eren t kinds of formal material which may be included in such a
document. The samekinds of documents may be processedin di�eren t ways
for di�eren t purpose,for exampleto yield pure LATEX for printing, or scripts
suitable for loading the formal material into the ProofPower proof tool for
processingto enter speci�cations into the theory hierarchy, to generateand
check formal proofs and store the resulting theorems. It is hard now to see
how we could have managedwithout this kind of machinery, but it remains
the casethat the initial impetus to this mannerof working camefrom Z, and
that the academicversionsof HOL still work directly from ASCII text �les
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and do not involve themselvesin thesematters.

4 Z in HOL

The prototype proof tool was also usedin somemore speculative, but ulti-
mately fruitful, research into support for Z. Though at the time of writing
the project proposalno completeinjection of Z into HOL wasknown, in the
�rst few months of 1990a mapping wasdevisedand partially speci�ed in Z.
This wasthought to be semantically correct (up to a bit of debateabout the
semantics of unde�nedness)and practicable.

The idea of a semantic embedding of one languageinto someother lan-
guageis to treat the �rst languageas if it were an alternative syntax for
certain expressionsin the other. The idea is that somecapability in respect
of the secondlanguageis thereby transferred to the �rst. In this casethe
primary capability of interest is proof construction and checking.

In the caseof embedding the languageZ in HOL, though in somedeep
logical sensethe languagesare closely related, in super�cial matters such
as syntax they are worlds apart. A semantically correct embedding of the
whole of Z into HOL would be relatively complex, and in many aspects of
functionality a proof tool would haveto becustomisedto Z in order to achieve
reasonablelevelsof usability and productivit y.

The advantagesof providing proof support via an embeddingare few but
substantial. One important advantage is that by this meansproof capability
can be realisedwhere the semantics are known but the proof rules are not
known. Soundnessof inferenceis guaranteed by the soundnessof the proof
systemfor the target language,provided that the embedding is semantically
correct. A secondadvantage is that sharing betweenthe languagesof that
most preciousand costly item, theorems, is maximised. Thus a theory of
integer or real numbersdeveloped for HOL will be substantially re-usablein
Z, togetherwith domainspeci�c proof automation such asa linear arithmetic
prover.

Z was not the only other languagefor which support might be needed,
though it was thought to be the most important (in terms of prospective
business),so a generictool was desirable. A syntactically genericapproach
might have beenadopted, but we decidedinstead to aim for genericismvia
embedding.
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4.1 Some Generic Multilingual Features

In this section,as well as describingsomeof the key featuresof the support
for Z in ProofPower the e�ect on the underlying coreimplementation of HOL
will be picked out, not only speci�cally of the needto do Z, but also of the
perceived needfor a degreeof genericism.

4.1.1 Term Quotations and Prett y Prin ting

The dialoguewith the proof tool takesplace through the interactive meta-
languageML. Cambridge HOL had special mechanismsto make invocation
of an object languageparserstraightforward in the form of quotations marks
for this purpose.Metalanguagequoting in object languageterms is alsosup-
ported, allowing the insertion into an object languageterm of an expression
of the metalanguageof type TERM.

In ProofPower this kind of facilit y is extendedin two main ways.
Firstly the characterset is extendedsothat the dialogueincludesthe most

commonly used logical and mathematical symbols. This is done by coding
up the special characters into strings of characterswhich are acceptablein
standard ML.

The e�ect is that not only the quoted object languageterms may con-
tain these special characters, but also the ML names,so that ML names
may be chosenwhich directly relate to the symbols in the language,e.g.
) elim; 8 intr o.

The object languagequotation facilities in ProofPower include not only
the primary object languageHOL and embeddedML, but also the Z lan-
guage,and are designedto allow other languagesto be added. Full multilin-
gual mixed languageparsing and pretty printing is supported. HOL and Z
can be mixed together in a single term quotation, fragments of HOL being
included inside Z or vice-versa. Of coursethere are constraints on what is
allowed and this is largely controlled by the type system and the injection
usedby the embedding of Z in HOL of the typesof Z into those in HOL. A
HOL term quoted inside a Z term must have a type which is in the image
of the injection and its position in the surroundingZ term or predicatemust
be consistent with that type. To make pretty printing of a term possible
constants are associated with languages,and this information controls the
selectionof pretty printers for the di�eren t parts of a term. Mixed language
terms arenot normally encountered in Z proofs, the proof facilities aresmart
enoughto keepthe proof in Z. However, tactical programmingwill frequently
involve programmingtransformationswhich provide an inferencewithin one
languageusing transformations passingthrough terms which do not belong
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to that language(the primitiv e rules of the languagewill not generallystay
in the imageof a languageembedding).

ProofPower comeswith a packageof development softwarewhich includes
an SRLP parsergeneratorwhich can be usedin constructing a parser for a
new embeddedlanguage.

4.1.2 Pro of Con texts

\Pro of contexts" area generalmechanismfor makingall aspectsof proof sup-
port sensitive to the languagein which reasoningis being conducted. They
are essentially packagesof parametersto the various proof tools; selectionof
proof context can have radical e�ects upon the behaviour of the proof facili-
ties. Though introducedto make embeddedlanguageswork smoothly, they
are usedwith a �ner granularit y of context, making it possibleto customise
proof automation to particular theories.

When prototyping of support for Z on the �rst prototype ICL HOL
reached the point of attempting goal oriented proofsusing the subgoalpack-
ageit was necessaryto make the behaviour of strip tac sensitive to the lan-
guagesothat it could handlecorrectly the Z universalquanti�er. As soon as
the possibility of making strip tac context sensitive is consideredthe question
what it can bene�cially be used for becomesopen. ICL were not involved
in the early development of the LCF system of which strip tac appears to
be a highly usedhistorical remnant. strip tac looks like it is an incomplete
attempt to provide a tactic which knows the basic natural deduction rules
for the predicatecalculusand automatically appliesthe rule relevant to the
current goal, provided that can be donewithout extra information (such as
an existential witness). This picture makesmore sensein terms of the orig-
inal LCF logic, in which there were fewer logical connectivesthan there are
in HOL. If this idea is thought through it becomesapparent that a natural
generalisationof strip tac can be produced which is complete in respect of
the propositional calculus(when repeated).

Z is basedon set theory, and a natural systematic approach to proof
in Z is to characteriseeach of the set-valued constructs in the Z language
extensionally. Set theory usedin this way �ts well into a natural deduction
framework. A simpleexampleis the handling of intersection. A goalwhich is
a membershipassertionof which the right hand expressionis an intersection
can be transformed into a conjunction of membership statements. Treating
intersectionin this way permits its handling to be integrated into the natural
deduction like method provided by strip tac. In general,if the semantics of
the set-valued Z terms is given extensionallyas an equivalencestatement in
which an assertionof membership in the construct is said to be equivalent to
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someformula in which that construct doesnot occur (though its constituents
will), then theseequivalencestheoremsprovide extensionsto the stripping
behaviour, or to the default behaviour of rewriting facilities. The e�ect of
systematicadoption of thesemethods is to automate the transformation of
quite elaborate expressionsin Z's set theory into predicatecalculusin which
the set theoretic vocabulary hasbeeneliminated.

4.2 Em bedding Z in HOL

A typed polymorphic set theory is logically similar in strength to a poly-
morphic simple theory of types, and so in principle one ought to be able
to interpret Z in HOL. The challengeis to devisean interpretation which
works well in practise, i.e. which canbe implemented in a proof tool yielding
convenient e�cien t support for proof in Z.

Interpreting onelogical systemin another is somethingwhich logiciansdo
for theoretical purposes.The kind of interpretation neededto provide proof
support for onelanguagein another is not exactly the samekind of thing. A
typical reasonfor a logician to interpret onesystemin another is to establish
their relative proof theoretic strength (or obtain a relative consistencyre-
sult). For such proof theoretic motivations semantics is not important, these
result are relevant even to uninterpreted formal systems. What is essential
in theseproof theoretic applications is well de�ned deductive systems,it is
the theoremswhich are \in terpreted".

In the context in which ProofPower support for Z in HOL was imple-
mented this was not the case. The semantics of Z was known reasonably
well, by extrapolation from the partial semantics provided by Mike Spivey in
his doctoral dissertation, published as the book UnderstandingZ [12]. But
there wasno comparablyextensive documentation of a deductive systemfor
Z, and there were some very novel features in the languagewhich might
be expected to make the establishment of such a deductive system to be
fraught with problems. In this context a semantic embeddingof Z into HOL
had the great advantage that it promisedsound reasoningin Z via derived
rules of the well establishedHOL logic, in a fail-safemanner(checked by the
ProofPower-HOL logical kernel).

The kind of interpretation which is of interest to us here is therefore a
semantic interpretation, of a kind which is now known asa semantic embed-
ding. The discussionwhich follows hasmore the 
a vour of computer science
or software engineeringthan of mathematical logic and proof theory.
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4.2.1 What Kind of Em bedding?

It is possibleto approach this in several di�eren t ways, and not very easyto
decidewhich of theseis best (to someextent it dependsupon the intended
applications).

There are two interconnectedinitial choiceswhich must be made. Firstly,
betweena deep and a shallow embedding.

In a deep embedding the semantics of the embedded languageis com-
pletely formalised in the supporting language, in this case, the semantics
of Z would be coded up in HOL. This would involve introducing inductive
datatypesin HOL corresponding to the kinds of phrasein the abstract syn-
tax of Z and de�ning valuation functions over these types yielding values
in suitable semantic domains, all de�ned in HOL. Each sentence in Z can
then be translated into the sentencein HOL which assertsthat the imageof
the representation of the abstract syntax of the sentenceunder the semantic
mapping takesthe appropriate semantic value for a true sentence.

In a shallow embedding the mapping from the interpreted to the inter-
preting languageis de�ned in somesuitable metalanguagerather than (as in
a deepembedding) in the interpreting language.For each constructor in the
abstract syntax of Z, a constant in HOL is de�ned which capturesthe seman-
tics of that constructor. Phrasesin Z which are madewith that constructor
are mapped by a function de�ned in the metalanguageML to terms in HOL
which are applicationsof the HOL constant which capturesthe semantics of
the phraseconstructor. The operandsof the constructor in the translated
expressionare the translations into HOL of the constituents of the Z phrase.
Thus, in a shallow embedding, the most of the detail of the semantics of Z
is coded into HOL constants, but the actual semantic mapping is de�ned in
the metalanguage.

A secondimportant choiceconcernsthe correspondencebetweentypesin
Z and typesin HOL. Thought there are doubtlesscompromiseswhich might
be considered,at the extremesthere are the possibility of choosinga distinct
type in HOL to represent each type in Z, or the possibility of using a single
type in HOL to represent the entire value spaceof Z.

Thesetwo choicesare interconnectedin that a deepembedding requires
there to be at most onetype in HOL for each phrasetype in Z (phrasetypes
are things like formula or term and are thereforemuch coarserthan the types
in the Z type system,which are all typesof Z terms).

This leavesus with a choiceamongthe three following possibilities:

� deepembedding

� shallow embedding into small number of types
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� shallow embedding with type injection

Wewill passover the secondalternativehereand mention someparticular
di�culties and bene�ts of the other two.

� A deepembedding allows reasoningabout the embedding (i.e. about
the semantics of Z) in HOL, but requiresa non-conservative extension
to the HOL logic. A more tangible disadvantage is that questionsof
type correctnessin Z which are essential for sound reasoningwill be
pushedfrom the metalanguageinto the object languageand may make
reasoningin Z more complex. As against that, the di�culties which
will be noted below in relation to useof a type injection are avoided.

� A shallow embedding using a type injection givesa closerrelationship
betweenthe type systemsof Z and HOL, permits the embedding to be
undertaken without strengtheningthe HOL logic, and may involve less
reasoningabout types during proofs. Meta-theoretic reasoningabout
the interpretation of the languageas a whole is not possible,because
the semantic functions are not de�ned in the object language(and in
this context the metalanguageML is only supported for evaluation, not
for deduction). This kind of embedding is suitable for reasoningin the
interpreted object language,which is what is neededin the application
of formal methods. Though the type-checking of parsed expressions
demandsa type checker customisedto the interpreted language,com-
putations involving the resulting valuesare type-checkedautomatically
by the type rules built into the abstract data type for the interpreting
language.Considerationsrelating to type correctnessare lesslikely to
intrude into object languageproofs as side conditions, possibly reduc-
ing the cost of proof. A particular di�cult y here is that the schema
type construction doesnot map easilyinto HOL, and we endup having
to usea family of type constructorsto get the type injection.

Without practical experienceof the workings of thesedi�eren t methods
with theseparticular languagesit is not easyto know which would be best.

For ProofPower the shallow embedding with type injection was chosen,
this has worked pretty well, but we still don't know for sure how the other
approacheswould have worked out.

4.2.2 The T yp e Injection

The main problemin constructinga type injection is the fact that the schema
type constructor in Z takes as its parameter a �nite map from component

17



namesto component types,whereastype constructors in HOL take a �nite
sequenceof types,and cannot be suppliedwith a map. The Z type systemis
anomalousin relation to schematypesand the operationsover theseobjects,
since schema operations do not have a single type in the Z type system,
not even a polymorphic or generic type, but have to be consideredeither
as having a family of typesindexedby compatible operand signaturesor as
consistingof family of operators, each having a di�eren t type.

To deal with this in the injection into HOL a bijection betweenthe types
in Z and HOL is achieved even though there is no bijection betweenthe type
constructors,and families of constants are usedfor the schemaoperations.

The bijection is achieved using a family of constructors in HOL for the
schematypeconstructor. The signatureof a schematype is partly codedinto
the nameof the type constructor, which contains a canonicalencoding of the
namesin the signature. The typesassociatedwith the namesin the signature
are passedasparametersto the HOL type constructorsin a canonicalorder
determinedby the namesof the components.

The power set constructor is easily constructed in HOL, setsare repre-
sented by booleanvalued functions.

Generictypesin Z aremapped to function types. Thinking of a Z generic
type as a tuple of formal type parameterstogether with a Z mono-type in
which thesetype variablesmay occur, the imageof such a generictype is a
HOL function type in which the domain type is a tuple of power setsof type
variablescorresponding to the formal genericparameters,and the rangetype
is the imageunder the type injection of the Z mono-type.

4.2.3 Mapping Form ulae and Terms

The broad pattern for the mapping of formulae and terms is as follows.
Where possible,a construct in Z is mapped directly to the corresponding

construct in HOL. This happensmainly for the propositional connectives.
Otherwise a new constant or family of constants is de�ned for the con-

structor in the abstract syntax of the Z languagewhich correctly captures
the semantics of that part of the Z language.The semantic mapping is then
a primitiv e recursionover the abstract datatype.

There are a small number of important featuresof Z which complicate
this picture. They are:

� constructswhosevalue is unde�ned

� constructs in which occurrencesof variablesare hidden or implicit

� variable binding constructs
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� genericvaluesand their instantiation

Theseare discussedin turn in the following sections.

4.2.4 Unde�nedness in Z in HOL

ProofPower adopts the simplest treatment of `unde�nedness'in Z which is
consistent with the semantics in the Z standard [7]. In e�ect de�nite de-
scription is taken asthe primitiv e unde�nednesshandler, and is de�ned as it
might be in a pure �rst order set theory, similar to the useof a choicefunc-
tion in that context, Function application can then be de�ned using de�nite
description, and unde�nednessis nipped in the bud without the needto use
an `unde�ned' value. This has the e�ect of maximising the casesin which
equational theoremsin Z can be used unconditionally for rewriting a goal
and henceof reducing the cost of proof.

4.2.5 Hidden Variables

A novel feature of Z is the abilit y to use the name of a schema as an ab-
breviation for the de�ning predicate of the schema. This is in addition to
the possibleuseof that nameas the nameof the set of bindings denotedby
the schema. When the nameis usedas a predicate rather than as a set, the
e�ect is as if a formula weresubstituted at the point of the schemareference
in which the namesin the signature of the schemaappear as free variables.
It is rather like using the schemanameas a macro. When such a construct
is mapped into HOL, to get it semantically correct it is necessaryto make
the occurrencesof the variablesexplicit.

There are three ways in which theseimplicit variablesappear in Z. The
�rst is in theta terms, the others are in the useof schemasaspredicatesand
as declarations.

In a \theta term" a schemaname is precededby the Greek letter � and
this expressiondenotesthe binding which hasthe type corresponding to the
type of the schema(i.e. the type of the bindings which are the members of
the schema) and whosecomponents have the value which the free variable
of the samenametakesin the context of occurrenceof the theta term. This
is dealt with in the mapping by using in the imagethe appropriate binding
constructorwith all the variablesasarguments, i.e. in the imagethe variables
are all made explicit. They are introduced by the injection, and discarded
by the pretty printer when the theta term is formatted for printing as Z.

A schemausedas a predicate is semantically equivalent to the assertion
that the corresponding theta term (in which the namesin the signature are
freevariables)is a member of the set denotedby the schema. A schemaused
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as a declaration is semantically similar to its useas a predicate, at least as
far as the predicate implicit in the declaration is concerned. Its other role
is in determining the bound variables,which will be discussedbelow in the
treatment of variable binding constructs.

4.2.6 Variable Binding Constructs

The variablebinding structuresin Z all admit, insteadof singlebinding occur-
rencesof variables,an arbitrary signature,which will include set constraints
and may include the useof schemaexpressionsas declarations. Thesemust
all be mapped down in a semantically correct way to a languagein which
there is only one variable binding structure (the lambda expression)which
binds a singlevariable subject only to a type constraint.The imageof a vari-
able binding structure must include a nestedlambda expressionin which all
the namesare bound which are bound by the Z binding (explicitly or implic-
itly . In the body of this expressionwill appear the translation of all the Z
which is in the scope of the binding, in which all semantically relevant infor-
mation is madeexplicit. If this involvesseveral constituents then thesemust
be combined together in the body of the lambda expressionin such a way
that they can be separatelyaccessedas necessaryby the semantic constant
corresponding to this kind of Z construction (which will be applied to the re-
sulting lambda expression).Becausethesevariable binding constructs bind
arbitrary numbers of namesthe type system makes it impossible to code
up the semantics in a single semantic constant, and a family of constants
indexedby the number of variablesbound is usually required.

A good exampleis the Z lambda expressionand we will therefore work
through this in somedetail.

The lambda expressionin Z hasup to three explicit top level constituents,
which are:

d the declaration part or signature

p a predicatewhich further constrainsthe domainof the requiredfunction

b the body of the lambda expressiongiving the value of the function

The translation of the declaration part must yield three separateseman-
tically signi�cant values. The �rst is the set of nameswhich are bound by
the declaration, together with the typesinferred for thesevariablesby the Z
type checker. The secondis the predicateimplicit in the declaration,roughly
the predicatewhich assertsthat each of the namesis a member of the set of
which it wasdeclaredto bea member, or, whencombinedwith other declared
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namesin a binding is a member of a schema used in the declaration. The
third is a tuple of variable namesformed according to the prescribed rules
which indicatesthe structure of the requiredarguments to the function. This
latter is implicit in the syntactic form of the declarationpart of the Z lambda
expression,but sincethe syntactic form of the HOL lambda expressionhas
no such semantic signi�cance, this information must be renderedexplicit by
the mapping.

The method of combining constituents into a single value for use in the
body of the lambda expressionis to combine them as a binding. A tu-
ple would have done just as well, but the use of a binding allows slightly
suggestive component namesto be used. In the caseof the lambda expres-
sion the component namesare the letters usedabove in listing the explicit
constituents, togetherwith the letter \t" for the tuple implicit in the Z decla-
ration. The bound structure is thereforea higher order function which takes
valuesfor the bound variables in turn and which then yields a binding the
components of which give:

d whether the valuesof the variablessatisfy the predicateimplicit in the
declaration

p whether the valuesof the variablessatisfy the explicit predicate

t the value in the domain of the required function which correspondsto
the valuesof the variables

b the value of the body of the lambda expression,and henceof the func-
tion if it is de�ned at this point

The semantic constant which is applied to this function must convert it
into a set of orderedpairs which is the graph of the required function. An
orderedpair p will be a member of this set if there exists an assignment of
valuesto the bound variableswhich, when supplied to the function, givesa
binding whoseb component is the secondelement of p, whoset component
is the �rst element of p and whosed and p components are true.

All this canbeobservedinteractively by the ProofPoweruserby entering a
lambda expressionand then taking it apart. We will do this here,illustrating
several featuresof ProofPower in the process.The inclusionof formal material
in this document is done in the normal way that ProofPower supports for
document preparation, with the interactive proof tool available to process
this material while the document is in preparation.

For the task in hand we must �rst set the context appropriately for work-
ing in Z, which we do by opening the theory which encompassesthe whole
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of the Z library, and setting a suitable proof context. We then createa new
theory which will contain any speci�cations or theoremswhich we want to
store there.
SML

open theory " z library" ;
set pc " z library" ;
new theory " temp" ;

To delve into the mapping of Z lambda expressionsinto HOL we �rst
enter a Z lambda expression,binding it to an ML nameas follows:
SML

val zle = pZ � x:N; y:Z j x > 1 � y � xq;

Note the useof subscripted\Quine corners" for quoting object language
terms. Bare, unsubscriptedQuine cornersareusedfor terms quoted in HOL.
The subscriptsare not necessaryon the closingquote.

The e�ect of executingthis SML statement is to bind to the namezle a
value of type TERM which is the image of the Z under the mapping, and
the SML systemwill then display the result of doing so, as follows:

val zle = pZ � x : N; y : Z j x > 1 � y � xq : TERM

Since the term is recognisedas in the image of the Z embedding and
Z is the preferred languagein the present context, the term is displayed
using the Z pretty printer, and we are left in the dark about the details of
the interpretation. However, we can get information about the mapping by
taking the term to pieces.
SML

dest z term zle;

val it = Z � (pZ pML decl of pZ [x : N; y : Z]qqq; pZ x > 1q; pZ y � xq) :Z TERM

SML

dest simple term zle;

val it =
DApp

(pZ p$" Z 0� [2]" qq;
pZ p� x y
� pZ (d b= pML decl of pZ [x : N; y : Z]qq; p b= x > 1; t b= (x; y);

v b= y � x)qqq) : DEST TERM
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Beforewegoany further I had better explain the meaningof the Z lambda
expression.A lambda expressiondenotesa function, which is, in Z, a set of
ordered pairs or 2-tuples, where a 2-tuple is in fact the sameas a binding
with two components named\1" and \2". Of the three parts of the lambda
expressionthe �rst two betweenthem determinethe domain of the function,
which in this caseis also a set of orderedpairs of integersof which the �rst
must be greater than 1. The value of the function at somepoint in the
domain is given by the value of the third part of the lambda expression.

The following conversionshows for our lambda expressionthe equivalent
setcomprehension.A conversionis a function which takesa term and returns
a theoremwhich is an equationwhoseleft handsideis that term. Conversions
areusedextensively in rewriting, particularly for providing a setof equations
which cannot be expressedin higher order logic as a universally quanti�ed
equation, as in this case.
SML

z � conv pZ � x:N; y:Z j x > 1 � y � xq;

val it =
` (� x : N; y : Z j x > 1 � y � x)

= f x : N; y : Z
j x > 1
� ((x; y); y � x)g : THM

Note that in a set abstraction in Z the value after the �̀ ' is a proforma
for the valueswhich are to be in the set. There is one such value for each
combination of values for the bound variables (the ones in the signature)
which satisfy the predicateimplicit in the signatureand the predicateexplicit
after the j̀' symbol. So the set here is the set of orderedpairs of which the
�rst element (an argument to the function) is an orderedpair of integerswith
the �rst greater than 1 and the second(the value of the function for that
argument) is the element is the product of thosetwo integers.

To seehow the mapping of the lambda expressionworks we need to
look at the de�nition of the semantic constant with the rather weird name
p $" Z 0� [2]" q . It has this strange name to ensurethat it does not clash
with nameswhich might be usedby people in their speci�cations. We can
retrieve the de�nition (which is oneof variousclassesof de�nitions which are
producedautomatically by the Z support system) from the theory database
in the following way:
SML

z get spec pZ p$" Z 0� [2]" qq;
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val it =
` p8 pack

� pZ p$" Z 0� [2]" packqq
= f x
j9 a1 a2

� pZ ppack a1 a2q:dq
^ pZ ppack a1 a2q:pq
^ pZ ppack a1 a2q:t q = pZ x:1q
^ pZ ppack a1 a2q:vq = pZ x:2qgq : THM

This a de�nition in HOL which includesfragments which arerecognisably
in the imageof the Z to HOL mapping,and which thereforeare formatted for
display using the Z pretty printer. This makesthe de�nition more readable
than it would be printed purely asHOL. The constant is applied to a `pack'
which is the packagecontaining all the semantically signi�cant information in
the constituents of the Z lambda expression.The pack is alsoresponsiblefor
doing the necessaryvariable binding and for ensuringthat the scope rules for
the variablesarecorrectly implemented. As it happens,in Z variable binding
constructsall the constituents are in the scope of the bindings (including the
entire declaration part) so the variable binding takes place on the outside
of the pack, and the pack is always a lambda expression(the only primitiv e
variablebinding structure in HOL). The body of the lambda expressionmust
simply contain the translations into HOL of all the semantically signi�cant
constituents of the Z phrasein question (in this casea lambda expression).
Thesehave to be combined together into a single value in someconvenient
way, and the most convenient way to do this is by using a Z binding whose
component namesgive someclue to what they are.

If you examine the de�nition above, observing carefully the language
quotes, you will seethat the only things quoted as Z are the selectionof
components from bindings. The de�nition tells us that the value of a Z
lambda expressionis a set of orderedpairs, the abstraction in the de�nition
is a HOL set abstraction not a Z abstraction. The variable x rangesover
theseorderedpairs and the body tells us which orderedpairs are in the set.
Note that the x hereis not the sameas the variable x in the Z expression,it
is a bound variable in the de�nition of the semantic constant. The variables
bound in the lambda abstraction are the ones over which the pack is an
abstraction, and the values of these variables in the casein question are
those supplied to the pack in this de�nition as `a1' and `a2'. The de�ning
property of this set is that when instantiated to theseparticular values of
the bound variables:
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� the predicate implicit in the declaration of the lambda expressionis
true

� the explicit predicate is true

� the `tuple' expressionis equal to the left element of the pair

� the body of the lambda expressionis equal to the secondelement of
the pair.

5 Some Applications

5.1 Securit y

The �rst application of ProofPower was in a project carried out for the De-
fence Research Agency (DRA) in 1993 and 1994. A group led by Simon
Wisemenat DRA were undertaking a programmeof research in securesys-
tems and had speci�ed for a securerelational databasesystemand its query
language. ICL undertook to produce a formal model of the systemand its
critical security properties and to verify that the model satis�ed thoseprop-
erties.

The result amounts to the veri�cation that a programming language
(the databasequery language)satis�es certain information 
o w constraints.
Theseconstraints are expressedas properties on behaviours on an abstract
executionmachine. Omitting the 1,000or so lines of speci�cation that give
it meaning,the actual theoremproved is:

` behaviours SSQLam 2 secure

The proof scripts (which can still be replayed over 10 yearslater) run to
about 14,000lines and took about 2 person/yearsof e�ort to construct. The
work wascarried out in the ProofPower-HOL languageusing the Z-like library
to make the speci�cations as accessibleas possibleto a readershipwith a
good knowledgeof Z but little knowledgeof HOL.

5.2 Code Analysis

[Note: This will be a very brief precis of my pap er \Analysis of Com-
piled Co de".]

[Note: I think you should men tion some of your mathematical stu�.]
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6 DAZ

The initial development of ProofPower was motivated by the apparent de-
mand for formal veri�cation against speci�cations in Z at the extremesof
high assurancein securecomputing, and by the need for tools to support
that process. The development supplied tools which enabledICL to com-
plete the designand veri�cation of securesystems,and alsogave skills to the
formal methods team in the development of proof tools in a context in which
external contracts for such development were in prospect. By the time that
the FST project was complete, the context had changed. The �rst setback
had beenthat expectedopen tendersfor development of proof tools for use
in securesystemsdevelopment failed to materialise. The developments did
take place,but wereundertaken under existing formal methods consultancy
contracts. The moreserioussetback wasa completevolte-facein government
policy on the development of securesystems.The dominant trend in military
computing procurement moved towards \COTS", CommercialO� The Shelf
procurements, rather than the more traditional and moreexpensive develop-
ment of bespoke systems. For this or other reasonsthe expected stream of
government contracts for the development of highly securesystemsdried up.

At the sametime asthe prospectsfor formal methodsin securecomputing
were faltering, the application of formal methods to safety critical military
systemswas being underpinnedby DefenceStandard 00-55.

The Royal Signalsand Radar Establishment at Malvern had pioneered
research for the Ministry of Defencein formal methods, and (inter alia) had
developed a \compliance notation" which permitted re�nement of speci�ca-
tions in Z into programsin a safesubsetof Ada. As the FST project came
to an end, RSRE, by then part of the DefenceResearch Agency, put out
an open tender for a tool to support the useof their compliancenotation in
the development of safety critical systems. This would open an alternative
marketplaceto ProofPower and the ICL High AssuranceTeamif the contract
could be securedand the compliancetool built on ProofPower.

[Note: Need to say more. Add reference to Chris Sennett's pap er
and Colin et al.'s subsequen t pap ers.]

7 ClawZ

8 The Future

In 1997, development and exploitation of ProofPower was taken over by
Lemma 1 Ltd. ProofPower is now made available by Lemma 1 Ltd. as
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open source software suite which provides support for the application of
proof oriented formal methods to the development of information systems.
The software and supporting documentation may be downloaded from the
lemma-one.comweb site.
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