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1 Intro duction

The dewelopmern of tools to assistwith mathematical activities is a sub-
ject with a long and fascinating history. Sincethe earliestdays of electronic
computation, researtiers have endeaoured to produce medanisedtools to
assistwith the developmen of formal mathematical theories. The possibility
of using formal mathematicsto improve the rigour of hardware and software
systemsdesignhas spurred this researti. The result has beenthe dewelop-
mert during the past 20 yearsor so of practical systemsto support rigorous
formal mathematicsand its applications.

ProofPower is onesud systemfor medanisedformal mathematics. It isa
tool supporting formal speci cation in Higher Order Logic. It alsosupports,
by semariic enmbedding [4] and other techniques, various other languages,
including the Z speci cation language.ProofPower is an LCF-lik e proof tool
[6], originally conceied as a re-engineeringof the Cambridge HOL system,
which was built from Cambridge LCF (mainly the work of Larry Paulson
[8]) by Mike Gordon et al. [3, 5] for usein his researt into hardware veri-
cation. As well as syntax- and type-cdedking speci cations, and managing
a hierarchy of theoriesin which these speci cations are stored, it provides
the userwith a high level functional programming language(Standard ML
[9]) for constructing (and cheding, on-the-y) proofsin its corelogic. The
logic is a polymorphic variant (following Robin Milner [10]) of the elegan
and simple reformulation by Alonzo Church [2] of the Theory of Types[1]]
which Russelldevisedfor usein Principia Mathematia [1]. It is adequate
not just for the hardware veri cation domain but for the dewelopmen (and
application) of pretty much all applicable mathematics.

The combination of this logical strength in the object language,and the
power of the meta language, has resulted in the Cambridge HOL system,
and the various other proof tools which it hasspavned or inspired (including
ProofPower), securinga global user base, applying these tools to a range
of applications which could not at rst have beenimagined. ProofPower
conbined from its earliest days theseimportant elemens of the LCF-HOL
line of researt with the somewhatdi erent subculture of formal methods
originating in Oxford and embodied in the Z speci cation language[13, 7].
Many of the distinctive features of ProofPower arise from creative friction
betweenthesetwo subcultures. To this were later added further elemerts,
support for additional languagesprientation to distinct application domains.
The end result is a tool which, while bearing the marks of its intellectual
history, is uniquein its capabilities.

The purposeof this article is to relate somethingof the history of Proof-
Power, and to explain someof the rationale behind its design. En passant
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we will look at someof the important systemsto which ProofPower is related
and also someof the applications that is has found. We hope that it may
alsostimulate interestin the application and cortinued dewelopmen software
support for formal mathematics.

2 Beginnings

The original motivation for deweloping ProofPower was in information se-
curity. Mindful of the threat to its national security which was posedby
insecureinformation processingsystems,the US governmert establisheda
certi cation regime for securesystems. The guidelines,known as TCSEC
(Trusted Computing SystemEvaluation Criteria) and werepublishedin 1983
and mandatedthe useof formal methalswherethe highestlevelsof certi ca-
tion weresough. In orderto cortinuein its privileged position in relation to
accesgo sensitive information, the UK governmen would either have to buy
its computerequipmen from manufacturerswho had completedthe required
US certi cation, or they would have to put in place their own comparable
systemof certi cation and encourageor cortract the UK computer industry
to dewelop systemsfor certi cation underthat scheme. The UK wasthe rst
courtry to follow the US in this regard with its own national certi cation
sdheme,but this eventually leadto a harmonisedregimeacrossEurope (the
ITSEC standards).

While thesestandardsfor information security where being established,
the UK governmen was placing cortracts with industry relating to the de-
velopmen of securesystemsand alsoto the establishmen (in industry) of
the capability in formal methods thought essetial for deweloping the most
securesystems. UK basedInternational ComputersLtd. (ICL) won some
of thesecortracts, and becameaware of the needfor competencein formal
methods. In 1985the ICL establisheda Formal Methods Unit within in its
DefenceTednology Certre to supply necessarycapability.

Z had already beenidenti ed as the preferred formal speci cation lan-
guagefor work on governmert securesystemsand so familiarisation with Z
was an early priority, as was gaining experiencein the proof technologies
which seemedmost promising for the kind of work expected. The two proof
tools which werebeing evaluated by the formal methods team were NQTHM
(otherwiseknown asthe Boyer-Moore prover after its authors) and the Cam-
bridge HOL system,both of which had alsobeenusedat RSRE Malvern for
the formal treatment of digital hardware.

Of thesetwo the Cambridge HOL systemseemedo o er best prospect
of successn reasoningabout speci cations in Z, in default of any proof tool



for Z itself.
The main factors in this assessmdnwere:

rstly that the languageHOL (Higher Order Logic) supported by the
Cambridge HOL systemwas much closerin logical expressienesdo Z
than wasthe impoverished rst order logic of NQTHM.

secondlythat the LCF paradigm, giving the usera powerful functional
programming languagefor programming proofs and for other kinds of
extensionseemedo promisea greater exibilit y of the tool for adap-
tation to tasksfor which it had not beenoriginally intended.

By contrast with work in HOL, for which the concretesyntax wasertirely
codedin ASCII, Z had a culture of pencil and paper speci cation using not
only more customarylogical symbols but alsomany other special mathemat-
ical symbols and alsoa specialgraphicallayout in which formal speci cations
were preserted in various kinds of boxes and other structures. It was also
a novelty of the Z culture that speci cations were presened enbeddedinto
into formal textual discourse.The relationship the formal and the informal
material in computer documerts (usually programsof course)was inverted,
instead of adding annotationsinto the formal material, Z addedformal ma-
terials into a proper English documern.

Cambridge HOL neededno special facilities for documert preparation,
expecting HOL scripts to be treated just like a program. Speci cations in
Z howewer were intended for a readershipwho might admire a beautifully
handwritten English documen with interspersed mathematics, but would
look askanceat a program listing. An elemen of our initial tasksin dewel-
oping ways of reasoningformally about Z wasthereforeto provide documert
preparation facilities.

The method adoptedwasto manually transcribe a speci cation from Z to
HOL, maintaining asclosea correspndenceas possiblebetweenthe original
speci cation in Z and the translated speci cation in HOL.

Sun workstations camewith a font editor and it proved straightforward
to edit into a standard font a good selectionof the logical and mathematical
symbols usedby Z. Cambridge HOL could be wrapped in a couple of UNIX
lters which translated betweenthesesymbols and the correspnding ASCI|
sequencesisedby HOL.

As well ascrudely e ecting a partial reconciliation betweenthe lexis of Z
and HOL, somemore fundamertal issuewere addressedat this early stage.

The Cambridge HOL usercomnunity attachedvalueto the fact that HOL
is the kind of logical systemin which mathematicsand its applications could
be undertaken by consenative extension(it providesa logical foundation for
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mathematics). The introduction of new axioms was supported by the tool,
but frowned upon by its usersexceptin those very rare circumstancesin
which it was not technically avoidable.

The Z notation had no apparer concernfor this matter, and the approved
speci cation style freely admitted the introduction of \axiomatic speci ca-
tions" which combined the introduction of new (so called) global variables
(constarts) with an axiom stating any desiredproperty.

At ICL we werefully sympatheticto the HOL tradition harking bad to
Principia Mathematica but could not esdiew the use of axiomatic speci ca-
tions in Z. We therefore translated Z axiomatic speci cations into a good
but not absolutely faithful approximation in Z by a (behind the documert)
translation into a de nition using the HOL choice function. When we later
cameto a substartial project in which formal veri cation would be critical a
special version of Cambridge HOL was producedfor that project in which,
along with a small number of other security enhancemets, a feature was
introduced which make such consenative translations more fully faithful to
the meaning of the original speci cation. An equivalert facility was later
introducedto the main Cambridge HOL in responseto our enquirieson this
point.

The ICL Formal Methods Unit applied formal methods to the dewelop-
mert of securesystems,using transcription into HOL for formal proofs for
three yearsbeforethe opportunity aroseto proposeda substartial program
of work on the dewelopmen of tools to support this kind of work. This
work included the formal aspects of a complete hardware developmen and
manufacturing project which was undertaken so as to adchieve certi cation
at the highest possiblelevels of assurance. The formal work involved the
dewelopmen of a formal madine cheded proof that the systemmet the for-
mal statemert of the critical security requiremens. The end product was
certied at ITSEC level 6 and was for many yearsthe only product to have
achieved this level of certi cation.

Transcribing Z into HOL with careto ensurethat meaningis presened
and then reasoningformally with the resulting speci cation, all the while
wondering how the methods of transcription might be made more complete
and systematicto the point that they could be implemerted in an embedding
is not a bad way to get a good understanding of the semartics of Z. We
werethereforereasonablyequipped whenthe opportunity to start developing
formal methods tools in earnestto make somesubstartial strides forward.



3 HOL

In 1990, ICL began a programme of researt in collaboration with Pro-
gram Validation Ltd. and the Universitiesof Cambridge and Kent (the FST
project). While proof support for Z was very high on ICL's list of priori-
ties, it was not clear what level of support for Z would be achievable. The
project proposalwasthereforealmost mute on this topic, and put forward as
ICL's task the production of a proof assistan for the HOL logic engineered
to standardsappropriate for its usein commercialdevelopmerns of software
for certi cation at the highest levels of assurance.Best achievable support
for Z was for ICL a tactic objective. Additional declareddesideratawere,
improved usability of the tool and productivity in its intended uses.
Thesedesideratawereto be realisedby:

Dewelopmen following industrial product quality standard methods
(including inspection of detailed design).

The application of formal methods to the designof the newtool. For-
mal speci cations of the syntax and semanics of the HOL language
were prepared,and of the \critical aspects" of the designof the proof
assistan (viz. thosewhich werepertinent to the risk of the tool accept-
ing as a theorem somesertence which was not legitimately derivable
in the relevant logical cortext).

Work beganon a disposableprototype proof tool seweral months before
the o cial start of the FST project at the beginning of 1990, so a working
proof tool was available very early in the project. This prototype was used
as a test bed which underpinnedthe dewelopmer of a product quality tool.
This tool which was subsequetty christened ProofPower is essentialy a re-
engineeringof “classic' Cambridge HOL (HOL88). The saliert features of
this re-engineeringare listed below.

[Note: Would the follo wing paragraphs be better as sub or subsub-
sections so that they may appear in the content listing? Should we list
them rst? Shall we weed some out?]

3.1 Use of Standard ML

Standard ML failed to draw in the entire ML comnunity, but adopting stan-
dard ML for this dewelopmer still looks like the right choice.



3.2 Formal Specication of Critical Features

Key featuresof the tool, notably the logic it supports and the logical kernel
which ensuresthat the tool will only acceptas theorems serienceswhich
are derivable in that logic, and formally speci ed (in ProofPower-HOL). The
logical kernelincludescritical aspectsof managemenof the theory hierarchy.

3.3 Systematic Software Development

ProofPower has a detailed design, implemertation and test documerts for
eadt software module. Sinceall thesedocumerts cortain SML code which is
either compiled into or executedto test ProofPower, (detailed designdocu-
merts include signatures)there is little tendencyfor the detailed designto
slip out of syncwith the implemertation.

3.4 Name Space Impro vements

One feature of LCF-lik e proversis that most of the tools usedto implemert
the prover are accessibleo the userthrough the metalanguagenamespace
and may be re-usedin extending the capabilities of the system. This make
for a rich and powerful environment for programming proofs, but alsofor a
very large namespacen which the usermay struggleto nd the featureshe
needs.It wasa designobjective of ProofPower to amelioratethis situation in
modest ways.
The generalpolicy was as follows:

(a) For low level featuresneededfor e cien t coding of new proof facilities
the coverageof ead kind of facility shouldbe completeand systematic,
so that the namesof the various individual interfacescan often be
obtained by following someobvious rule. Elemertary examplesof sud
corvertions are the systematic use of \mk _" and \dest_" pre xes for
syntactic constructorsand destructors.

(b) User level proof facilities (e.g. tactics) should so far as possiblemake
it unnecessaryfor the userto selecta specic tool. An elemenary
exampleis strip_tac which inspects the principle logical connective of
the current goal and perform an appropriate proof step, making it less
likely that the userwill have to know the name of the low level tactic
which dealswith ead individual connective. The tactic of the same
namein ProofPower is considerablyextendedin power, addressingnot
only principle logical connective of a formula but alsoin many cases
the relation of an atomic formula. It is context sensitive, applying
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more rules in richer logical contexts and, for example,in the caseof
membership predicationswill be able to apply in appropriate contexts
a range of di erent rules for the various kinds of structure of which
menbership can be asserted(e.g. membership of an intersection will
be transformedinto a conjunction of membership assertions).

(c) documertation of the namespacen the referencemanual is generated
automatically from the detailed designdocumertation, and includesa
KeyWord In Context index making it easyto discover all the names
which contain a particular substring. Namesare usually compounded
from a sequenceof elemerts related to the function of the name.

(d) the useby ProofPower of special logical and mathematical symbols ex-
tendsto the namesin the standard ML namespacéof which ProofPower
e ects a lexical variant with an extendedcharacter set).

3.5 The Theory Hierarc hy

For theorem proving in the context of large speci cations someway of struc-
turing the logical cortext is desirable,and in LCF-like tools this is done
through a hierarchy of \theories", which in this context are a kind of hybrid
between the logician's notion of a theory and the computer scienist's no-
tion of a module. In normal usea theory is the largest unit of consenrative
extensionof the logical system, though in extremis extensionsnot know to
be conserative will also be permitted and recordedas sud. It is impor-
tant for the presenation of logical coherencehat when changes,other than
mereadditions, are madeto the hierarchy everything which logically depends
upon the material changedis modi ed or invalidated at that point. In the
Cambridge HOL systemthis wasaccomplishedoy deleting theories,and any
changeto a theory could be accomplishedonly by deleting that theory in
its ertirety and all its descendats, and then reloading the theories from
modi ed scripts.

Flexibilit y in this matter dependsupon how much detailed information is
held about the interdependecies.Holding more information permits greater
exibilit y, but complicatesthe data structures involved in theorem proving.
When LCF was rst deweloped computerswere very slow, and one put up
with an in exible system,for the sake of faster inference.

The ProofPower theory hierarchy is designedwith a greater degree of
exibilit y, falling short of the full exibilit y which might o w from the fullest
recording of dependencies.A de nition or speci cation can be deletedfrom
a theory without deleting the ertire theory. It is however necessaryo delete



(and reload if required) all the de nitions in the theory which took place
subsequento the oneunder modi cation (and thosein theorieslower in the
hierarchy).

3.6 The Logical Kernel

Cambridge HOL, aswell asthe inferencesrule of HOL provides a badk-door
\mk _thm" which allows any sequemh to be madeinto a theoremand therehy
rendering the logic technically inconsisten. In a tool intended for usein
dewelopmerns subject to formal evaluation this is di cult to defend. It is of
courseno feat of engineeringto omit this feature, the rationale for which still
escaes me even though somehave felt it worth defending. It is | believe
now usedin Cambridge HOL to ched the validity of intermediate states of
the subgoalpadkage.

3.7 The Subgoal Package

LCF-lik e proversare implemerted using an abstract data type to implemert
a type of theorems,the only constructors of which are the rules of the logic
(let us assumefor presern purposesthat axiomsare rules without premises).
In all the casesof interest herethe underlying logic is in fact an asymmetric
sequen calculus (in which the sequets have a list of assumptionsand a
singleconclusion)permitting a forward (or Hilbert style) proof systemwhich
hassomesimilarities with a natural deductionsystem(and canbe madevery
similar with the bene t of derived rules).

The full corvenienceof \backward proof" is then realisedusing a \sub-
goal padkage". The user starts a proof by passingto the subgoal padkage
the sequen which he wishesto prove (as a sequen rather than a theorem,
sinceit will not be available as a theorem until after it has been proven).
At ead stepin the proof which follows the subgoalpadkagepreserts to the
usea single\current goal" and the usernominatesto the subsoilpadkagea
\tactic" to be applied to the subgoal. When a tactic is successfullyapplied
to a subgoalit breaksit into zeroor more further subgoalsaccompaniedoy
a rule which derives the subgoal (as a theorem) from the list of theorems
correspnding to the new subgoals.If a tactic can solwe a subgoal,then its
introducesno new subgoalsand o ers a proof which requiresno theoremsto
be suppliedto it, and which canthereforebe invoked by the subgoalpadkage
to obtain the desired theorem. If the user persistsin supplying relevant
tactics to the subgoalpad<ageuntil all subgoalsare in this way discharged,
the subgoalpadkagewill be able to construct a proof of the original goal by
composing the proofs obtained from ead of thesesteps. This proof will be
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a rule which when applied to the empty list of theoremswill compute and
return the desiredtheorem.

Tactics are not infallible, not only may they fail to oer a stepin the
desiredproof at all, they may make an o er which they later fail to redeem.
The failure of a tactic to deliver on its promiseis a bug in the tactic, and
theseare rare. Tactical programming is often done by users,and it is very
incornveniert to discover an error in a tactic only at the point of comple-
tion of a large proof which usesthe tactic, not least becausethe diagnostics
available at this point may not be good. This kind of thing did happen in
the Cambridge HOL systemwhich we were using beforethe developmen of
Product

The subgoal padkage designin ProofPower is immune to this problem.
Instead of remenbering a tree of subgoalsand proof functions the state of
the subgoalpadkageis coded up as a theoremin which the assumptionsare
(codings of) the outstanding subgoals,and the conclusionis a coding of the
target goal (a constart is usedwhich mimics the semanics of the sequen
turnstile). The construction of this subgoalpadage state theorem involves
invocation of the proof function at the sametime asthe tactic is invoked so
that its failure is detectedimmediately.

In someversionsof Cambridge HOL the desired cheking of the proof
function takes place at the point at which it is produced using \mk _thm"
to obtain the necessarypremises. This method however does depend upon
this holein the abstract data type, which might underminetrust in the proof
tool.

3.8 document preparation

It is the Z style of literate formal speci cation which has determined that
ProofPoweris oriented around processingof formal texts extracted from IATEX
documerts. The documert processingfacilities are basedaround a program
called \sieve" which processesdocumerts accordingto the instructions in
a siewe steering le watching for tags in the documernt which introduce the
marny di erent kinds of formal material which may be included in such a
documert. The samekinds of documerts may be processedn di erent ways
for di erent purpose,for exampleto yield pure IATEX for printing, or scripts
suitable for loading the formal material into the ProofPower proof tool for
processingto erter speci cations into the theory hierarchy, to generateand
chedk formal proofs and store the resulting theorems. It is hard now to see
how we could have managedwithout this kind of madinery, but it remains
the casethat the initial impetusto this mannerof working camefrom Z, and
that the academicversionsof HOL still work directly from ASCII text les
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and do not involve themsehesin thesematters.

4 Zin HOL

The prototype proof tool was also usedin somemore speculative, but ulti-
mately fruitful, researt into support for Z. Though at the time of writing
the project proposalno completeinjection of Z into HOL was known, in the
rst few months of 1990a mapping was devisedand partially specied in Z.
This wasthought to be semartically correct (up to a bit of debateabout the
semaittics of unde nedness)and practicable.

The idea of a semattic enbedding of one languageinto someother lan-
guageis to treat the rst languageas if it were an alternative syntax for
certain expressionsn the other. The ideais that somecapability in respect
of the secondlanguageis thereby transferredto the rst. In this casethe
primary capability of interestis proof construction and cheding.

In the caseof embedding the languageZ in HOL, though in somedeep
logical sensethe languagesare closely related, in super cial matters sud
as syntax they are worlds apart. A sematically correct embedding of the
whole of Z into HOL would be relatively complex, and in many aspects of
functionality a proof tool would have to be customisedo Z in orderto achieve
reasonabldevels of usability and productivity.

The advantagesof providing proof support via an embedding are few but
substartial. Oneimportant advantageis that by this meansproof capability
can be realisedwhere the semartics are known but the proof rules are not
known. Soundnesf inferenceis guararteed by the soundnesf the proof
systemfor the target language,provided that the embeddingis semartically
correct. A secondadvantage is that sharing betweenthe languagesof that
most preciousand costly item, theorems,is maximised. Thus a theory of
integer or real numbersdeweloped for HOL will be substartially re-usablein
Z, togetherwith domain speci ¢ proof automation suc asa linear arithmetic
prover.

Z was not the only other languagefor which support might be needed,
though it was thought to be the most important (in terms of prospective
business),so a generictool was desirable. A syntactically genericapproad
might have beenadopted, but we decidedinsteadto aim for genericismvia
embedding.
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4.1 Some Generic Multilingual Features

In this section,aswell as describingsomeof the key featuresof the support
for Z in ProofPower the e ect on the underlying coreimplemertation of HOL
will be picked out, not only speci cally of the needto do Z, but also of the
perceived needfor a degreeof genericism.

4.1.1 Term Quotations and Prett y Prin ting

The dialogue with the proof tool takes place through the interactive meta-
languageML. Cambridge HOL had special medanismsto make invocation
of an object languageparserstraightforward in the form of quotations marks
for this purpose. Metalanguagequoting in object languageterms is alsosup-
ported, allowing the insertion into an object languageterm of an expression
of the metalanguageof type TERM.

In ProofPower this kind of facility is extendedin two main ways.

Firstly the charactersetis extendedsothat the dialogueincludesthe most
commonly usedlogical and mathematical symbols. This is done by coding
up the special charactersinto strings of characterswhich are acceptablein
standard ML.

The e ect is that not only the quoted object languageterms may con-
tain these special characters, but also the ML names, so that ML names
may be chosenwhich directly relate to the symbols in the language,e.g.
) _elim; 8_intr o.

The object languagequotation facilities in ProofPower include not only
the primary object languageHOL and embedded ML, but alsothe Z lan-
guage,and are designedto allow other languagego be added. Full multilin-
gual mixed languageparsing and pretty printing is supported. HOL and Z
can be mixed together in a single term quotation, fragmerts of HOL being
included inside Z or vice-versa. Of coursethere are constrairts on what is
allowed and this is largely cortrolled by the type systemand the injection
usedby the embeddingof Z in HOL of the typesof Z into thosein HOL. A
HOL term quoted inside a Z term must have a type which is in the image
of the injection and its position in the surrounding Z term or predicate must
be consisten with that type. To make pretty printing of a term possible
constarts are assaiated with languages,and this information corrols the
selectionof pretty printers for the di erent parts of a term. Mixed language
terms are not normally encourtered in Z proofs, the proof facilities are smart
enoughto keepthe proof in Z. However, tactical programmingwill frequenrly
involve programming transformations which provide an inferencewithin one
languageusing transformations passingthrough terms which do not belong
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to that language(the primitiv e rules of the languagewill not generally stay
in the image of a languageembedding).

ProofPower comeswith a padkageof developmern software which includes
an SRLP parsergeneratorwhich can be usedin constructing a parserfor a
new embeddedlanguage.

4.1.2 Proof Contexts

\Pro of corntexts" area generalmetanismfor making all aspectsof proof sup-
port sensitive to the languagein which reasoningis being conducted. They
are essefially padkagesof parametersto the various proof tools; selectionof
proof cortext can have radical e ects upon the behaviour of the proof facili-
ties. Though introducedto make embeddedlanguageswork smaothly, they
are usedwith a ner granularity of cortext, making it possibleto customise
proof automation to particular theories.

When prototyping of support for Z on the rst prototype ICL HOL
reatedthe point of attempting goal oriented proofs using the subgoalpad-
ageit wasnecessanto make the behaviour of strip _tac sensitive to the lan-
guagesothat it could handle correctly the Z universalquarti er. As soon as
the possibility of making strip _tac context sensitiveis consideredhe question
what it can bene cially be usedfor becomesopen. ICL were not involved
in the early developmen of the LCF system of which strip_tac appearsto
be a highly usedhistorical remnart. strip_tac looks like it is an incomplete
attempt to provide a tactic which knows the basic natural deduction rules
for the predicate calculusand automatically appliesthe rule relevant to the
currert goal, provided that can be donewithout extra information (such as
an existertial witness). This picture makesmore sensein terms of the orig-
inal LCF logic, in which there were fewer logical connectivesthan there are
in HOL. If this ideais thought through it becomesapparert that a natural
generalisationof strip_tac can be produced which is completein respect of
the propositional calculus (when repeated).

Z is basedon set theory, and a natural systematic approad to proof
in Z is to characteriseead of the set-valued constructs in the Z language
extensionally Settheory usedin this way ts well into a natural deduction
framework. A simpleexampleis the handling of intersection. A goalwhich is
a menbership assertionof which the right hand expressions an intersection
can be transformed into a conjunction of membership statemeris. Treating
intersectionin this way permits its handling to be integrated into the natural
deduction like method provided by strip_tac. In general,if the semarics of
the set-valued Z terms is given extensionallyas an equivalencestatemernt in
which an assertionof membershipin the constructis saidto be equivalert to
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someformula in which that construct doesnot occur (though its constituerts
will), then these equivalencestheoremsprovide extensionsto the stripping
behaviour, or to the default behaviour of rewriting facilities. The e ect of
systematic adoption of thesemethods is to automate the transformation of
quite elaborate expressionsn Z's settheory into predicate calculusin which
the set theoretic vocabulary has beeneliminated.

4.2 Embedding Z in HOL

A typed polymorphic set theory is logically similar in strength to a poly-
morphic simple theory of types, and so in principle one ought to be able
to interpret Z in HOL. The challengeis to devisean interpretation which
works well in practise,i.e. which canbe implemerted in a proof tool yielding
corveniert e cien t support for proof in Z.

Interpreting onelogical systemin anotheris somethingwhich logiciansdo
for theoretical purposes.The kind of interpretation neededto provide proof
support for onelanguagein anotheris not exactly the samekind of thing. A
typical reasonfor a logicianto interpret onesystemin anotheris to establish
their relative proof theoretic strength (or obtain a relative consistencyre-
sult). For sud proof theoretic motivations semairtics is not important, these
result are relevant even to uninterpreted formal systems. What is essetial
in these proof theoretic applications is well de ned deductive systems,it is
the theoremswhich are\in terpreted"”.

In the cortext in which ProofPower support for Z in HOL was imple-
mented this was not the case. The semartics of Z was known reasonably
well, by extrapolation from the partial semarics provided by Mike Spivey in
his doctoral dissertation, published as the book UnderstandingZ [12]. But
there was no comparably extensive documertation of a deductive systemfor
Z, and there were somevery novel featuresin the languagewhich might
be expected to make the establishmen of sud a deductive systemto be
fraught with problems. In this context a semarnic embedding of Z into HOL
had the great advantage that it promisedsoundreasoningin Z via derived
rules of the well establishedHOL logic, in a fail-safemanner (chedked by the
ProofPowerHoL logical kernel).

The kind of interpretation which is of interest to us hereis therefore a
semaric interpretation, of a kind which is now known asa semartic embed-
ding. The discussionwhich follows hasmore the a vour of computer science
or software engineeringthan of mathematical logic and proof theory.
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4.2.1 What Kind of Embedding?

It is possibleto approad this in se\eral di erent ways, and not very easyto
decidewhich of theseis best (to someextent it dependsupon the intended
applications).

There are two interconnectedinitial choiceswhich must be made. Firstly,
betweena deep and a shalow embedding.

In a deep enbedding the semartics of the enbeddedlanguageis com-
pletely formalised in the supporting language,in this case,the semartics
of Z would be coded up in HOL. This would involve introducing inductive
datatypesin HOL correspnding to the kinds of phrasein the abstract syn-
tax of Z and de ning valuation functions over these types yielding values
in suitable semanic domains, all de ned in HOL. Eacd sertencein Z can
then be translated into the sertencein HOL which assertsthat the image of
the represemation of the abstract syntax of the sertenceunder the semartic
mapping takesthe appropriate semairtic value for a true sertence.

In a shallov embedding the mapping from the interpreted to the inter-
preting languageis de ned in somesuitable metalanguagerather than (asin
a deepembedding) in the interpreting language.For ead constructor in the
abstract syntax of Z, a constart in HOL is de ned which capturesthe seman-
tics of that constructor. Phrasesin Z which are madewith that constructor
are mapped by a function de ned in the metalanguageML to termsin HOL
which are applications of the HOL constart which capturesthe semairtics of
the phrase constructor. The operandsof the constructor in the translated
expressionare the translations into HOL of the constituerts of the Z phrase.
Thus, in a shallov enbedding, the most of the detail of the semarnics of Z
is coded into HOL constarts, but the actual semanic mappingis de ned in
the metalanguage.

A secondimportant choiceconcernsthe corresppndencebetweentypesin
Z and typesin HOL. Thought there are doubtlesscompromiseswvhich might
be consideredat the extremesthere are the possibility of choosinga distinct
type in HOL to represem eat type in Z, or the possibility of using a single
type in HOL to represen the ertire value spaceof Z.

Thesetwo choicesare interconnectedin that a deepenbedding requires
there to be at most onetype in HOL for eat phrasetypein Z (phrasetypes
arethings like formula or term and are thereforemuch coarserthan the types
in the Z type system,which are all typesof Z terms).

This leavesus with a choiceamongthe three following possibilities:

deepenbedding

shallov embeddinginto small number of types
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shallov enbeddingwith type injection

We will passover the secondalternative hereand mertion someparticular
di culties and bene ts of the other two.

A deepenbedding allows reasoningabout the embedding (i.e. about
the semartics of Z) in HOL, but requiresa non-conserative extension
to the HOL logic. A more tangible disadwantage is that questionsof
type correctnessin Z which are essetial for sound reasoningwill be
pushedfrom the metalanguageanto the object languageand may make
reasoningin Z more complex. As against that, the di culties which
will be noted below in relation to useof a type injection are avoided.

A shallov embedding using a type injection givesa closerrelationship

betweenthe type systemsof Z and HOL, permits the enbeddingto be

undertaken without strengtheningthe HOL logic, and may involve less
reasoningabout typesduring proofs. Meta-theoretic reasoningabout

the interpretation of the languageas a whole is not possible,because
the semarnic functions are not de ned in the object language(and in

this corntext the metalanguageViL is only supported for evaluation, not

for deduction). This kind of embeddingis suitable for reasoningin the

interpreted object language,which is what is neededin the application

of formal methods. Though the type-chedking of parsed expressions
demandsa type cheder customisedto the interpreted language,com-

putations involving the resulting valuesare type-thedked automatically

by the type rules built into the abstract data type for the interpreting

language. Considerationsrelating to type correctnessare lesslikely to

intrude into object languageproofs as side conditions, possibly reduc-

ing the cost of proof. A particular dicult y hereis that the sthema
type construction doesnot map easilyinto HOL, and we end up having

to usea family of type constructorsto get the type injection.

Without practical experienceof the workings of thesedi erent methods
with theseparticular languagest is not easyto know which would be best.

For ProofPower the shallov embedding with type injection was chosen,
this has worked pretty well, but we still don't know for sure how the other
approatheswould have worked out.

4.2.2 The Type Injection

The main problemin constructingatype injection is the fact that the schema
type constructor in Z takesasits parametera nite map from componert

17



namesto componert types,whereastype constructorsin HOL take a nite
sequencef types,and cannot be suppliedwith a map. The Z type systemis
anomalousin relation to sthematypesand the operationsover theseobjects,
since schema operations do not have a single type in the Z type system,
not even a polymorphic or generictype, but have to be consideredeither
as having a family of typesindexedby compatible operand signaturesor as
consistingof family of operators, eat having a di erent type.

To dealwith this in the injection into HOL a bijection betweenthe types
in Z and HOL is achieved even though there is no bijection betweenthe type
constructors,and families of constarts are usedfor the schemaoperations.

The bijection is adchieved using a family of constructorsin HOL for the
sdhematype constructor. The signatureof a schematypeis partly codedinto
the nameof the type constructor, which cortains a canonicalencaling of the
namesin the signature. The typesassaiated with the namesin the signature
are passedas parametersto the HOL type constructorsin a canonicalorder
determinedby the namesof the componerts.

The power set constructor is easily constructedin HOL, setsare repre-
serted by booleanvalued functions.

Generictypesin Z are mappedto function types. Thinking of a Z generic
type as a tuple of formal type parameterstogether with a Z mono-type in
which thesetype variablesmay occur, the image of such a generictype is a
HOL function type in which the domaintype s a tuple of power setsof type
variablescorrespnding to the formal genericparameters,and the rangetype
is the image under the type injection of the Z mono-type.

4.2.3 Mapping Formulae and Terms

The broad pattern for the mapping of formulae and terms is as follows.

Where possible,a construct in Z is mapped directly to the correspnding
construct in HOL. This happensmainly for the propositional connectiwes.

Otherwise a new constart or family of constarts is de ned for the con-
structor in the abstract syntax of the Z languagewhich correctly captures
the sematrtics of that part of the Z language.The semartic mapping is then
a primitiv e recursionover the abstract datatype.

There are a small number of important featuresof Z which complicate
this picture. They are:

constructswhosevalue is unde ned
constructsin which occurrencesof variablesare hidden or implicit

variable binding constructs
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genericvaluesand their instantiation

Theseare discussedn turn in the following sections.

424 Undenedness in Z in HOL

ProofPower adopts the simplest treatment of “‘unde nedness'in Z which is
consistet with the semartics in the Z standard [7]. In e ect de nite de-
scription is taken asthe primitiv e unde nednesshandler, and is de ned asit

might bein a pure rst order settheory, similar to the useof a choicefunc-
tion in that cortext, Function application canthen be de ned using de nite

description, and unde nednessis nipped in the bud without the needto use
an ‘unde ned' value. This hasthe e ect of maximising the casesin which
equational theoremsin Z can be used unconditionally for rewriting a goal
and henceof reducingthe cost of proof.

425 Hidden Variables

A novel feature of Z is the ability to usethe name of a sthema as an ab-

breviation for the de ning predicate of the schema. This is in addition to

the possibleuseof that nameasthe name of the set of bindings denoted by

the schema. When the nameis usedas a predicate rather than as a set, the

e ect is asif a formula were substituted at the point of the schemareference
in which the namesin the signature of the schemaappear as free variables.
It is rather like using the shemanameas a macro. When sud a construct

is mapped into HOL, to get it semanically correctit is necessaryto make

the occurrencesof the variablesexplicit.

There are three ways in which theseimplicit variablesappearin Z. The
rst isin theta terms, the othersarein the useof shemasas predicatesand
asdeclarations.

In a\theta term" a schemanameis precededby the Greekletter and
this expressiondenotesthe binding which hasthe type correspnding to the
type of the schema(i.e. the type of the bindings which are the menbers of
the sdhema) and whosecomponerts have the value which the free variable
of the samenametakesin the cortext of occurrenceof the theta term. This
is dealt with in the mapping by usingin the imagethe appropriate binding
constructorwith all the variablesasargumerts, i.e. in the imagethe variables
are all made explicit. They are introduced by the injection, and discarded
by the pretty printer when the theta term is formatted for printing asZ.

A schemausedas a predicate is sematnically equivalert to the assertion
that the correspnding theta term (in which the namesin the signature are
freevariables)is a menber of the setdenotedby the sthema. A sthemaused
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as a declaration is sematnically similar to its useas a predicate, at least as
far asthe predicate implicit in the declaration is concerned. Its other role
is in determining the bound variables, which will be discussedbelow in the
treatment of variable binding constructs.

4.2.6 Variable Binding Constructs

The variable binding structuresin Z all admit, insteadof singlebinding occur-
rencesof variables,an arbitrary signature,which will include set constrains
and may include the use of sthemaexpressionsas declarations. Thesemust
all be mapped down in a sematically correct way to a languagein which
there is only one variable binding structure (the lambda expression)which
binds a singlevariable subject only to a type constrairt. The imageof a vari-
able binding structure must include a nestedlambda expressionin which all
the namesare bound which are bound by the Z binding (explicitly or implic-
itly. In the body of this expressionwill appear the translation of all the Z
which is in the scope of the binding, in which all semattically relevant infor-
mation is madeexplicit. If this involvesse\eral constituernts then thesemust
be combined together in the body of the lambda expressionin sud a way
that they can be separatelyaccesseds necessarypby the semanic constart
correspnding to this kind of Z construction (which will be appliedto the re-
sulting lambda expression). Becausethese variable binding constructs bind
arbitrary numbers of namesthe type system makesit impossibleto code
up the sematrtics in a single semartic constart, and a family of constarts
indexed by the number of variablesbound is usually required.

A good exampleis the Z lambda expressionand we will therefore work
through this in somedetail.

The lambda expressionn Z hasup to three explicit top level constituerts,
which are:

d the declaration part or signature
p apredicatewhich further constrainsthe domain of the requiredfunction
b the body of the lambda expressiongiving the value of the function

The translation of the declaration part must yield three separateseman-
tically signi cant values. The rst is the set of nameswhich are bound by
the declaration, together with the typesinferred for thesevariablesby the Z
type cheder. The seconds the predicateimplicit in the declaration, roughly
the predicate which assertsthat ead of the namesis a menber of the set of
which it wasdeclaredto be a menber, or, whencombined with other declared
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namesin a binding is a menber of a shhemausedin the declaration. The
third is a tuple of variable namesformed accordingto the prescribed rules
which indicatesthe structure of the requiredargumerts to the function. This
latter is implicit in the syntactic form of the declarationpart of the Z lambda
expression,but sincethe syntactic form of the HOL lambda expressionhas
no sudh semairtic signi cance, this information must be renderedexplicit by
the mapping.

The method of conbining constituerts into a single value for usein the
body of the lambda expressionis to conbine them as a binding. A tu-
ple would have done just as well, but the use of a binding allows slightly
suggestie componert namesto be used. In the caseof the lambda expres-
sion the componert namesare the letters usedabove in listing the explicit
constituerts, togetherwith the letter \t" for the tuple implicit in the Z decla-
ration. The bound structure is thereforea higher order function which takes
valuesfor the bound variablesin turn and which then yields a binding the
componerts of which give:

d whether the valuesof the variablessatisfy the predicateimplicit in the
declaration

p whether the valuesof the variablessatisfy the explicit predicate

t the valuein the domain of the required function which correspndsto
the valuesof the variables

b the value of the body of the lambda expression.and henceof the func-
tion if it is de ned at this point

The semartic constart which is applied to this function must corvert it
into a set of ordered pairs which is the graph of the required function. An
ordered pair p will be a menber of this setif there exists an assignmen of
valuesto the bound variableswhich, when supplied to the function, givesa
binding whoseb componert is the secondelemen of p, whoset componert
is the rst elemen of p and whosed and p componerts are true.

All this canbe obsenedinteractively by the ProofPower userby ernering a
lambda expressiorand then taking it apart. We will do this here,illustrating
se\eral featuresof ProofPowerin the process.The inclusion of formal material
in this documert is done in the normal way that ProofPower supports for
documert preparation, with the interactive proof tool available to process
this material while the documert is in preparation.

For the task in hand we must rst setthe cortext appropriately for work-
ing in Z, which we do by opening the theory which encompassethe whole
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of the Z library, and setting a suitable proof cortext. We then createa new
theory which will cortain any speci cations or theoremswhich we want to
store there.

SML

lopen_theory "z_library™;
|set.pc “z_library";
[new_theory "temp";

To delve into the mapping of Z lambda expressionsanto HOL we rst
ernter a Z lambda expressionbinding it to an ML nameas follows:

SML

val zle= p xN;y:Zjx>1 y xq

Note the useof subscripted\Quine corners" for quoting object language
terms. Bare, unsubscriptedQuine cornersare usedfor terms quotedin HOL.
The subscriptsare not necessaryn the closingquote.

The e ect of executingthis SML statemert is to bind to the namezle a
value of type TERM which is the image of the Z under the mapping, and
the SML systemwill then display the result of doing so, asfollows:

valzle=p x:N;y:Zjx>1 y xq:TERM

Since the term is recognisedas in the image of the Z enmbedding and
Z is the preferred languagein the presen cortext, the term is displayed
using the Z pretty printer, and we are left in the dark about the details of
the interpretation. Howeer, we can get information about the mapping by
taking the term to pieces.

SML

‘destz_term Zle:

val it = Z (pupdecl_ofp[x : N; y : Z]qaq px > 1q; py xq) :Z_TERM

SML

|dest simple_term zle;

val it =
DApp
(pp$'Z° [2]"aq;
pp XYy
p(d 5 wpdecl_of p[x : N;y : ZlJgg, p v x > 1;t 5 (X;VY);
viy x)qqg : DEST_TERM
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Beforewe goany further | had better explainthe meaningof the Z lambda
expression.A lambda expressiondenotesa function, which is, in Z, a set of
ordered pairs or 2-tuples, where a 2-tuple is in fact the sameas a binding
with two componerts named\1" and\2". Of the three parts of the lambda
expressiorthe rst two betweenthem determinethe domain of the function,
which in this caseis also a set of ordered pairs of integersof which the rst
must be greater than 1. The value of the function at somepoint in the
domain is given by the value of the third part of the lambda expression.

The following corversionshows for our lambda expressionthe equivalen
setcomprehension A corversionis a function which takesaterm andreturns
atheoremwhich is an equationwhoseleft hand sideis that term. Cornversions
are usedextensiwely in rewriting, particularly for providing a setof equations
which cannot be expressedn higher order logic as a universally quarti ed
equation, asin this case.

SML

‘z_ coonvp xXN;y:Zjx>1 y Xxq

val it =

T x:N;jy:Zjx>1 y X
=fx:Nyy:Z
jx>1

(x;y);y X)g:THM

Note that in a set abstraction in Z the value after the * ' is a proforma
for the valueswhich are to be in the set. There is one sud value for eadt
conbination of valuesfor the bound variables (the onesin the signature)
which satisfy the predicateimplicit in the signatureand the predicateexplicit
after the j' symbol. Sothe set hereis the set of ordered pairs of which the
rst elemen (an argumernt to the function) is an orderedpair of integerswith
the rst greaterthan 1 and the second(the value of the function for that
argumen) is the elemen is the product of thosetwo integers.

To seehow the mapping of the lambda expressionworks we need to
look at the de nition of the semarttic constart with the rather weird name
p$'Z° [2]" g. It hasthis strange nameto ensurethat it does not clash
with nameswhich might be usedby peoplein their speci cations. We can
retrieve the de nition (which is oneof various classef de nitions which are
producedautomatically by the Z support system)from the theory database
in the following way:

SML

z_get spec pp$'Z° [2]"qq;
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val it =
© p8 pack
pp$" Z° [2]" packqq
= fx
]9 al a2
pppack al a2q:dq
A pppack al a2q:pq
A pppack al a2qg:tq = px:1q
‘ AN pppack al a2qivg = px:2qgq : THM

This ade nition in HOL which includesfragmerts which are recognisably
in the imageof the Z to HOL mapping, and which thereforeare formatted for
display usingthe Z pretty printer. This makesthe de nition more readable
than it would be printed purely asHOL. The constart is appliedto a "pad’
which is the padagecontaining all the sematically signi cant information in
the constituerts of the Z lambda expression.The pad is alsoresponsiblefor
doing the necessaryariable binding and for ensuringthat the scope rulesfor
the variablesare correctly implemerted. As it happens,in Z variable binding
constructsall the constituerts arein the scope of the bindings (including the
ertire declaration part) so the variable binding takes place on the outside
of the padk, and the pad is always a lambda expression(the only primitiv e
variable binding structure in HOL). The body of the lambda expressiomrmust
simply cortain the translations into HOL of all the sematrtically signi cant
constituerts of the Z phrasein question (in this casea lambda expression).
Thesehave to be combined together into a single value in someconvenien
way, and the most conveniert way to do this is by using a Z binding whose
componert namesgive someclue to what they are.

If you examine the de nition above, observing carefully the language
quotes, you will seethat the only things quoted as Z are the selection of
componerts from bindings. The de nition tells us that the value of a Z
lambda expressionis a set of ordered pairs, the abstraction in the de nition
is a HOL set abstraction not a Z abstraction. The variable x rangesover
theseordered pairs and the body tells us which orderedpairs are in the set.
Note that the x hereis not the sameasthe variable x in the Z expression,t
is a bound variable in the de nition of the semaric constart. The variables
bound in the lambda abstraction are the onesover which the pad is an
abstraction, and the values of these variables in the casein question are
those supplied to the pad in this de nition as ‘al'and ‘a2'. The de ning
property of this set is that when instantiated to these particular values of
the bound variables:
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the predicate implicit in the declaration of the lambda expressionis
true

the explicit predicateis true
the “tuple’ expressionis equalto the left elemen of the pair

the body of the lambda expressionis equal to the secondelemen of
the pair.

5 Some Applications

5.1 Security

The rst application of ProofPower wasin a project carried out for the De-
fence Researb Agency (DRA) in 1993 and 1994. A group led by Simon
Wisemenat DRA were undertaking a programmeof researt in securesys-
tems and had speci ed for a securerelational databasesystemand its query
language. ICL undertook to produce a formal model of the systemand its
critical security properties and to verify that the model satis ed those prop-
erties.

The result amourts to the veri cation that a programming language
(the databasequery language)satis es certain information o w constrains.
Theseconstrains are expressedas properties on behaviours on an abstract
executionmadine. Omitting the 1,0000r so lines of speci cation that give
it meaning,the actual theorem proved is:

‘ * behaviours SSQlam 2 secure

The proof scripts (which can still be replayed over 10 yearslater) run to
about 14,000lines and took about 2 person/yearsof e ort to construct. The
work was carried out in the ProofPowerHoL languageusingthe Z-like library
to make the speci cations as accessibleas possibleto a readershipwith a
good knowledgeof Z but little knowledgeof HOL.

5.2 Code Analysis

[Note: This will be a very brief precis of my paper \Analysis of Com-
piled Code"]
[Note: | think you should mention some of your mathematical stu.]
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6 DAZ

The initial dewelopmen of ProofPower was motivated by the apparert de-
mand for formal veri cation against speci cations in Z at the extremesof
high assurancein securecomputing, and by the needfor tools to support

that process. The dewelopmen supplied tools which enabledICL to com-
plete the designand veri cation of securesystems,and alsogave skills to the
formal methods team in the dewelopmert of proof toolsin a context in which
external contracts for sud dewelopmert werein prospect. By the time that

the FST project was complete,the context had changed. The rst setbak
had beenthat expectedopen tendersfor dewvelopmen of proof tools for use
in securesystemsdewelopmert failed to materialise. The dewelopmerts did

take place, but were undertaken under existing formal methods consultancy
corntracts. The more serioussetbadk wasa completevolte-facein governmert

policy on the dewelopmern of securesystems.The dominart trend in military

computing procuremert moved towards\COTS", CommercialO The Shelf
procuremerts, rather than the moretraditional and more expensiwe dewelop-
ment of besmpke systems. For this or other reasonsthe expected stream of
governmert cortracts for the developmert of highly securesystemsdried up.

At the sametime asthe prospectsfor formal methodsin securecomputing
were faltering, the application of formal methods to safely critical military
systemswas being underpinnedby DefenceStandard 00-55.

The Royal Signalsand Radar Establishmert at Malvern had pioneered
researt for the Ministry of Defencein formal methods, and (inter alia) had
deweloped a \compliance notation” which permitted re nement of speci ca-
tions in Z into programsin a safesubsetof Ada. As the FST project came
to an end, RSRE, by then part of the DefenceReseartb Agency put out
an open tender for a tool to support the useof their compliancenotation in
the dewelopmern of safely critical systems. This would open an alternative
marketplaceto ProofPower and the ICL High AssuranceTeamif the cortract
could be securedand the compliancetool built on ProofPower.

[Note: Need to say more. Add reference to Chris Sennett's paper
and Colin et al.'s subsequent pap ers.]

7 ClawZ
8 The Future

In 1997, dewelopmer and exploitation of ProofPower was taken over by
Lemma 1 Ltd. ProofPower is now made available by Lemma 1 Ltd. as
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open source software suite which provides support for the application of
proof oriented formal methods to the dewelopmert of information systems.
The software and supporting documertation may be downloadedfrom the
lemma-one.comweb site.
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